Header 



Header loaded, "begin 
key load / lookup 
(phase 1) 



Key loaded, start RC4 
table init (phase 2) 



data 



rq. me. 



Interframe 
spacing 



Header 



Did not finish decrypt in 
time, new data arrives 
But still busy decrypting 
First frame 







data 



INIT now done, 
do decryption 
of frame (phase 3) 



Done with decrypt 
of frame 1 



) 



) 



Register Decodes 




Load key 




Software loads 
keys from 
Off-chip 
memory using 
register decodes 



ykeys 



Data- 
Path 

Hardware 



controls 



Start signal 



Microcode Controller $Q 

A. 
Addr gen 

Addr ' 
Reg. 



Y 



Code 
fetch 



microcode ftfUQ 
70 



RC4 
TABLE 
SBOX RAN\ 
256x8 

/oo 



iatain 
Jddr 



iataout 



R/W 



7 



X DATA byte 

To be XORed 
With ciphenext 
/ plaintext 



} 



) 




— (4 MtAse) 




